High Integrity Positioning:
Lessons from the Aviation
Industry

Marine Technical Society
Dynamic Positioning Conference
October 12, 2010

Mark Ahlbrecht

Honeywell

Return to Session Directory|



owner
Text Box
Return to Session Directory


Introduction
Honeywell

* Navigation positioning systems requirements:
- Accuracy
- Integrity
- Continuity
- Availability

e Difficult trade-offs when high integrity is required
- Critical phases of flight

- Dynamic positioning

 Integrated architectures offer advantages for safety

* INS/GNSS Hybrid integrated architecture (HIGH) is
an example.
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Presentation Notes
There are four system level requirements that relate to a generic navigation system
 These requirements are accuracy, integrity, continuity and availability, which I will briefly describe

 In  high integrity navigation systems, the trade offs between these requirements become challenging.   These high integrity systems include critical phases of flight and dynamic positioning

One way to help meat the challenges of  these trade offs is to integrate systems with complementary safety properties

I will describe a high integrity integration of INS and GNSS  from aviation that may be of interest to DP


. Accuracy
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e Difference between measured and actual
nosition

 Defined In a fault-free condition

: Oaccuracy
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 Accuracy …
 Accuracy is a common and well understood metric specifying the probable difference between the measured and actual position.
 Requirement that covers general usability
 Accuracies are specified in a fault free condition
Because however they are specified (1 sigma, 2 sigma, 50% probable) are much greater than any underlying failure probability
At higher protections, 5 sigma, 6 sigma 10-7, 10-9
Could take likelihood from fault free distribution but the likelihood of a failure a these probabilities becomes significant
 Therefore failure scenario can come to dominate performance
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Integrity
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* Provide timely warnings when the system should
not be used for navigation

e Components:
- System Estimated Error
- Maximum Allowable Error (Alarm Limit)
- Minimum Time to Alarm (TTA)

« Specified as the Probability of Hazardously
Misleading Information (HMI)

- P([Actual Error >= Estimated Error AND ...
Actual Error >= Alarm Limit]
for greater than the TTA)

* Includes undetected failure scenarios
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 Integrity covers protection  (or safety)
Timely warning not to use
 What integrity is required (??)
 System estimated error
 Could be constant (value from specification)
 or dynamic (value broadcast with the position estimate)
Maximum Allowable Error
How bad can it be before an incident occurs
 This is a function of the operation
 Time to Alarm
 How quickly do you have to let the user know
 Integrity is then the probable risk of the system is indicating it is the position is fine, but the actual position error exceeding the alarm limit, for longer than the time to alarm.

 KEY POINT is that the integrity requirements include performance during UNDETECTED failures
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 This chart is a good way to view the integrity space
 Looking at the error and the estimated error
1- This point is conservative information.  The actual error is less than (or bounded by) the estimated error.  This is the nominal operation space
 2- If the estimated error is greater than the alarm limit, the using system would not use it.  The probability in this space forms the  continuity requirement
 3 – If the actual is greater than the estimated then the system is producing non-conservative (or misleading information).  If it is less than the alarm limit it is misleading, but not really big deal
 4- If the actual error is greater than the estimated and greater than the alarm limit then this is termed hazardously misleading information.  This is the problem space for integrity.
The probability mass that exists in this space after the time to alarm is the integrity of the system.  This includes fault free and undetected failure scenarios.
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Horizontal Integrity Limit
Honeywell

 The Horizontal Integrity Limit (HIL) is the region of protection
at the required integrity, given an undetectable failure is
present

* Guidance equipment can use the HIL output by the system
and compare it to the Horizontal Alarm Limit (HAL) required
by the operation

e If the HIL < HAL then operation continues
o If the HIL >= HAL then the operation aborts

12
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The navigation system itself may not be aware of a given operation (which would imply a given alarm limit) so it is advantageous to separate the estimated error and alarm limit.
 One way to do that is to utilize an alarm limit and a protection metric
 Guidance equipment know the operation and so handle the alarm limit (HAL)
  Navigation systems with a time varying integrity, like those based on GNSS,  output a horizontal integrity limit that represent a region of position that is bounded (or protected) at the given integrity probability.
 If HIL (protection) is less than the HAL (operational requirement) then the operation continues
 If the HIL is greater than or equal to the HAL than the operation aborts

So the important metric for the navigation system is the Horizontal Integrity Limit or (HIL)



. Integrity User Interface
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* Required operational
Integrity is known to the
user (HAL)

e Current integrity is known
by the system (HIL)

A user interface
communicates the
Integrity status

e Continue Operation
© O B O O

e Abort Operation

OOIO
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This is an example from an aircraft primary flight display
 Amongst the other operation information like pitch, roll, heading is the integrity information
 In this display
 HAL is the width
 HIL is the width of the winglets
 Note – the offset is the dynamic position (flight technical error)
 By normalizing the display for many operational limits (HALS)



Continuity and Availability
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e Continuity

- Probability that a valid navigation solution will be provided
for the period of the operation

- Aborting a high integrity operation has its own risks

- Availability

- The percentage of time the system satisfies all of the
accuracy, integrity, and continuity requirements at the start
of the operation

- Measure of the usability of the system as a whole

14
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Moving on to the other  navigation system requirements
 Continuity is the probability that a valid navigation solution will be provided for the period of the operation
 that is the likelihood that the operation will have to be abandoned once started
 High integrity usually implies high continuity since abandoning a critical operation has its own risks.


 Availability is the percentage of time the system satisfies all  of the accuracy, integrity, and continuity requirements at the start of the operation
 Availability is the measure of the usability of the system as a whole


= Aviation Requirements
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Example requirements from aviation across a spectrum of operations
 Risk factor goes from sparse traffic with no terrain or critical operations near the ground.
 Accuracy, integrity, continuity more stringent as risk factors escalate
 Probability limits similar to DP operations


High Integrity Architectures

Honeywell

* High Reliability
- Can be costly
- May not be an option (GNSS)

* Redundant
- Cost for duplicated function
- Increased continuity/avail

- Voter adds new failure
modes

&

11
L

* Integrated

- Fuse complementary safety
properties

- Increase continuity/avail
- Can be complex
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To meet the needs of high integrity systems, there a few common architectural patterns that are used:
 High Reliability architectures can be costly and in some cases in may not be an option, say in the case of GNSS
 Redundant architectures add cost for duplicate functionality but increase continuity and availability.  The complexity of the voter can add new failure modes
 Integrated architectures can fuse sensors with complementary safety properties, with increase continuity and availability when a sensor class fails.  These architectures can be more complex to analyze than other architectures


I would like to explore one integrated architecture in the form of INS/GNSS integration.


=

High Integrity IRU/GNSS Architecture
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Inertial Reference Unit

Heading, Attitude, Position, Vel

Integrated Heading, Position, Vel

Integrated Integrity Limit

T Pseudorange Measurements
Satellite Positions 000 M@ Displays

Flight Mgmt Unit

Position, Vel

GNSS Sensor

* By sending GNSS data to the IRU it is possible to form:

- an integrated navigation solution, and
- integrated inteqrity
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 On an aircraft there are multiple IRUs and multiple GNSS receivers … similar to DP systems
 The black lines show the classic interconnections of systems
 From a positioning standpoint, the inertial provides a accuracy and integrity that grow at a given rate over time.  Integrity is dependant on the probabilistic failure modes of the device hardware.
 The GNSS sensor provides a solution with accuracy and integrity that are stable over the long term but vary significantly (or are “noisy”) in the short term
 By incorporation of raw pseudo range measurements into the inertial, it is possible to form a navigation solution with integrated integrity , fusing the safety properties of each device (shown in red)
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Integration Method (HIGH)
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 Kalman Filters
- Used for years
- Sensors with complementary it
. slimate .
prope rties Pseudo-Range
Pseudo-
* Advantages % aps | ranges Cock
Receiver + .
- Fused accu racy Kalman Filters
_ and Integrity | Hybrid Position,
- Fused bandwidth Calculation  |Velocity, Atitude
- - (HGH) ————*
- Fused inteqgrity ool Sanore. | Inertal Dynamics Horizontal Integrity
Limit (HIL)

 Honeywell INS/GPS Hybrid
(HIGH)

- Uses multiple Kalman filters

- Examines separation between
filter solutions
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Kalman filters have been used for many years to combine sensors with complimentary properties
 They provide a mechanism to optimally fuse accuracy and bandwidth.
 But they also can be used to fuse sensors with complementary properties like INS and GNSS
 In the Honeywell INS/GPS Hybrid (or HIGH) on the order of 150 separate kalman filters are maintained.
 By examining the separation between these filter solutions, a hybridized Horizontal integrity limit can be produced
 This method of utilizing multiple kalman filters is termed solution seperation.


Impact of Satellite Errors on Hybrid Systems
Honeywell

« Kalman filters within a hybrid system can be
corrupted by satellite errors.

- Typically Ramps or Steps in Pseudo-Range

* Once a Kalman filter has been affected by a satellite
error, the impact of the error cannot be removed

- This has a major impact on integrity.

* Advantage of using solution separation as an
Integrity scheme is that there is always a fault-free

solution

HIGH Allows Operations Even After a Satellite Failure
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So why multiple Kalman filters?
Kalman Filters can be corrupted by satellite errors (such as ramps or steps)
Once affected, the error cannot be removed  since the error has corrupted the state estimates of the filter
This has a major integrity impact
 One advantage of solution separation is that there is always a fault-free solution that has not been corrupted


~ Solution Separation Method Description
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* HIGH Step Il Maintains a Bank of Kalman Filters

@ Main Filter (uses N satellites)
@® Sub-Filters (use N-1 satellites)
@ Sub-Sub-Filters (use N-2 satellites)
- New Main Filter

00

o1, FAILURE.DETECTED &
vgle o EXCLUDER o ¢
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To maintain the fault free solution, the filters are organized in a hierarchy shown in this figure.
 The main filter contains all possible satellite measurements in the solution
 The sub-filters contains all possible satellites, but with one satellite in turn excluded
 The sub-sub-filters operate on the same set of measurements as the parent sub-filter, but with one additional measurement being removed (so two total satellites removed)
 The advantage of the solution separation scheme is then clearly illustrated if there is a detected and isolated failure (ADVANCE) - - say in this example satellite N
 (ADVANCE) The main filter, as well as all sub and sub-sub filters that contain satellite N are corrupt.
 But the sub-filter that excludes N, and the children of that filter are uncorrupted
Those filters can now be promoted to the main  (ADVANCE) and sub-filter positions  (ADVANCE) 
Removing the effect of the failure
 and allowing continued operation.
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HIGH Implementation of Solution Separation
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This slide shows the algorithmic scheme of the HIGH implementation
 On the left are the set of main, sub and sub-sub filters (in red, blue and green respectively) which create a solution state vector and covariance matrix.
Each filter uses the appropriate inertial trajectory data, and GPS pseudorange measurement data
 Each sub filter solution is then differenced with the main filter solution to produce a separation state vector and associated covariance matrix.
 This main to sub filter separation is used for fault detection (producing an alert) and for the creation of the horizontal integrity limit.
 Fault detection occurs when the separation between the main filters solution and the and at least one of the sub-filter solutions exceeds a threshold
 This threshold is based on the expected statistical separation and the allowable false alert rate (which is derived from the continuity requirement)
 The sub and sub-sub difference and associated covariance is used to exclude the failing satellite


Calculation of Horizontal Integrity Limit
Honeywell

Sub-solution

Sub-solution Position Separation Variance

Variance

Sub-solution Missed

Detection Threshold Sub-solution False

Detection Threshold

Main
Filter
Position

Position

Horizontal Integrity
Limit (HIL)
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To form the Horizontal Integrity Limit (or HIL) the assumption is made that there is a failure, but it cannot be detected
 At a certain threshold it can be detected, but below that threshold we make the assumption that we cannot
 This threshold is created from the sub-solution separation variance and a multiplier that is chosen to meet the continuity requirement.  In this figure that threshold is the magenta line.
Assuming the error is just under the failure detection threshold  establishes a maximum un-detectable error.
 If we add onto that maximum un-detectable error, the  additional allowable probability to meet the integrity requirement, the Horizontal Integrity limit can be determined.
This additional allowable probability is determined from the sub-solution variance and a multiplier  that corresponds to the probability of missed detection
Adjustments in this process need to be made to account for the varying orientation of the covariances.


Calculation of Horizontal Integrity Limit

Honeywell

PDF of .
. PDF of Error in
Separation of .
. Sub-filter On
Sub-Filter On .
Position

from Main Filter

* Another way to think of HIL is the position bound at
the time of detection
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 This slide is another way to look at the calculation of HIL using the probability density function
 The red is the main to sub filter separation
 D0n is the maximum un-detectable error (and associated continuity risk in the shaded region)
 The blue is the probability distribution of the worst case sub-filter (the worst possible satellite to fail) 
aon is the allowable position risk based missed detection probability derived from the integrity requirement.
If it is assumed that the probability of a satellite failure is 10-4 (as it is in the aviation industry) and the allowable missed detection probability is 10-3, then the HIL bounds the estimated position at a probability of 10-7
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Integrity Coasting Performance During Nominal Test
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This slide shows the nominal operation HIL values for GPS snapshot solution and the integrated INS/GPS HIGH algorithm
 The GPS integrity has a lot of dynamics associated with addition or loss of satellites due to constellation changes or masking
 The HIGH algorithm shows much less sensitivity to these dynamics due to the additional inertial measurements



= Integrity Coasting Performance During Flight Test
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Horizontal Integrity Limit (HIL) -- Under Coasting Conditions
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HIGH Provides Integrity Even After GNSS Loss
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The integrated HIGH solution provides integrity after all GPS measurements have been lost.  The integrity will grow from this point due to the drift nature of the INS, but the drift would be less than a free inertial solution would have been


= Fault Detection and Exclusion
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HIL and RPE Under 5 m/s Ramping Error and Extended RAIM Conditions
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HIGH Provides Fault Detection/Exclusion in Poor Geometry
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This slide shows the case where a failure is injected in a period of poor geometry. 
The failure is quickly detected and the integrity levels are maintained with minimal inflation compared to the GNSS only solution.
 After the failing satellite is excluded the effect of the failure is removed


Time Slice for HIGH Availability
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onapshot HIL Distribution over Lat/Lon

k]
_
=
g
O Tl 120 180 240 300 T
Longitude
HIGH Step | HIL Distribution over Lat/Lan
uk]
s
=
5

0 Tl 120 180 240 300 J60  nrni
Longitude
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The dynamics in the GPS based snap shot solution HIL can lead to operation not being completed.
This is because over time some operations will not have the geometry to support the operation and the HIL may exceed the alarm limit
By minimizing these dynamics the availability is significantly increased


Conclusion

Honeywell

* Accuracy, integrity, continuity and availability are
common needs in any form of safety critical
navigation

* IRU/GNSS integration with solution separation
provides advantages:

- Lower integrity limits under both nominal and
adverse geometries

- Higher availability
-Operations even after a satellite failure
-Integrity even after satellite dropouts

- Fault detection and exclusion even in poor
geometry
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